EXPANSION OF POWERS UNDER THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT (FISA)

BACKGROUND TO FISA

Congress enacted the Foreign Intelligence Surveillance Act (FISA) in 1978 to
create a separate legal regime for the gathering of foreign intelligence information, as
opposed to domestic law enforcement information.! FISA grants the FBI exceptional
powers to monitor foreign powers and their suspected agents in counterintelligence
operations within the United States.” In using these powers, the FBI is exempt from the
traditional Fourth Amendment requirements applicable to criminal investigations.

Under FISA, for example, the FBI submits warrant applications to the Foreign
Intelligence Surveillance Court, a secret court that hears the government’s applications ex
parte (hearing one side only). In order to obtain warrants under FISA, moreover, the
government does not have to demonstrate probable cause of a crime.” Instead, the FBI
must demonstrate only that there is probable cause to believe that the target of the
surveillance is an agent of a foreign power.* In order to obtain FISA warrants against
“U.S. persons” (i.e., U.S. citizens and legal permanent residents of the United States),
however, the government also has to establish that the activities “involve” or “may
involve” a violation of criminal statutes (a lower standard than applicable under ordinary
criminal law).” For “non-U.S. persons,” on the other hand, the government does not
have to make any showing that the suspected foreign agent is doing, or is planning to do,
anything illegal.’

After obtaining a FISA warrant, the FBI can conduct surveillance and physical
searches against a suspected foreign agent for a period of 90 days and against a foreign
power for an entire year. The searches and surveillance are carried out surreptitiously,
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without any notice to the people being monitored unless and until they are prosecuted.
Furthermore, even if the targets are prosecuted they are generally not permitted to
challenge the substance of the government’s FISA applications and affidavits, as FISA
mandates an in camera (closed chambers), ex parte review of these materials “if the
Attorney General files an affidavit under oath that disclosure or an adversary hearing
would harm the national security.”’

Because of the extraordinary nature of these powers, Congress limited the
circumstances under which they could be used. The FBI could only use its FISA powers
for “the purpose of”’ gathering foreign intelligence information. The Foreign Intelligence
Surveillance Court implemented procedures to enforce this line, trying to ensure that the
information obtained through FISA searches and surveillance was not used sub rosa in
criminal prosecutions.®

USA PATRIOT ACT AMENDMENT

At the urging of the administration, however, Congress significantly expanded the
government’s FISA powers shortly after September 11, 2001. Under Section 218 of the
USA PATRIOT Act, the FBI can now seek FISA warrants when the gathering of foreign
intelligence is merely “a significant purpose” of the warrant—a slight change in wording
that has far-reaching implications. The administration immediately argued that the FBI
could now seek a FISA warrant when the government’s “primary purpose” was the
gathering of information for domestic criminal investigations.” This interpretation would
mean that FISA, which was enacted to facilitate the gathering of foreign intelligence
information, could now be used as a way to sidestep Fourth Amendment requirements in
regular criminal investigations.

The Foreign Intelligence Surveillance Court did not agree with the
administration’s position. In May 2002, the secret FISA court issued its first ever public
opinion, unanimously finding that the administration’s interpretation of the amendment
would turn the entire purpose of FISA on its head.'® The court—composed of seven
federal judges''—imposed restrictions on the administration’s interpretation of its new
powers, refusing to permit domestic law enforcement officials to “make
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recommendations to intelligence officials concerning the initiation, operation,
continuation or expansion of FISA searches or surveillance.”"?

The Department of Justice appealed the decision to the Foreign Intelligence
Surveillance Court of Review (“the Court of Review”), a court composed of three semi-
retired federal judges.”> This court was created specifically to hear ex parte government
appeals of FISA applications that have been denied by the Foreign Intelligence
Surveillance Court (there is no mechanism for hearing appeals of successful FISA
applications). The government had never before filed an appeal with the Court of
Review, however, as the Foreign Intelligence Surveillance Court has never denied a FISA
application out of the thousands of applications it has reviewed.'* On September 9,
2002, the Court of Review convened for the first time in its 24 year history to consider
the Department of Justice’s appeal in this case.

The Court of Review overruled the FISA court’s decision on November 18,
2002." The court determined that Congress had intended to relax the barriers between
criminal law enforcement and foreign intelligence gathering when it passed the USA
PATRIOT Act.'® It held that the government could now lawfully use its extraordinary
FISA powers in criminal investigations, so long as those investigations had some purpose
of gathering foreign intelligence information. This was true even when the government’s
primary purpose was to prosecute a crime, provided that the crime, itself, was a “foreign
intelligence crime” (such as espionage or terrorism).!”  Under such circumstances,
according to the court, criminal law enforcement officials could now directly influence
the initiation and operation of searches and surveillance under FISA.'®

In so holding, the Court of Review did not accept all aspects of the
administration’s expansive interpretation of its new FISA powers. Although the court
held that the government’s primary purpose could now be the prosecution of a crime
related to foreign intelligence,” it also held that “the FISA process cannot be used as a
device to investigate wholly unrelated ordinary crimes.”™ The court also noted,
however, that ordinary crimes would sometimes be inextricably intertwined with foreign
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intelligence crimes. In these intertwined cases, the government will now be able to use
FISA and bypass traditional criminal law standards, provided that its investigation also
serves some counterintelligence purpose.”'

THE ADMINISTRATION’S NEW PROPOSALS FOR EXPANDING FISA

Not satisfied with the expansion of its FISA powers under the USA PATRIOT
Act (as endorsed by the Court of Review), the Department of Justice has been drafting
new proposals to further expand its FISA powers.”” These measures, part of the draft
PATRIOT II bill, would further weaken the already tenuous line separating
counterintelligence operations from domestic criminal investigations.

One PATRIOT II proposal would significantly increase the scope of FISA by
altering the definition of a “foreign power.” Currently, a foreign power under FISA is
either a foreign government or a foreign organization (ranging from a foreign political
organization to a group engaged in international terrorism). Section 101 of the draft bill
would expand the definition of a foreign power to cover individuals (including U.S.
citizens and permanent residents) suspected of engaging in international terrorism, but
who have no known links to any foreign government or to any group engaged in
international terrorism. By including unaffiliated individuals within the definition of a
“foreign power,” the administration would weaken the already minimal due process
protections applicable in FISA proceedings. Under the proposal, the administration could
obtain a FISA warrant without even establishing that there is probable cause to believe
that the target is an agent of a foreign power.*

Another proposal in the PATRIOT II draft bill would break down the current
distinction under FISA between “U.S. persons” and “non-U.S. persons.” As discussed
above, in order to get a FISA warrant against a U.S. citizen or legal permanent resident,
the administration currently has to show that the person is engaged in activities that
“involve” or “may involve” some violation of law. For “non-U.S. persons,” (i.e., those
who are neither U.S. citizens nor legal permanent residents) however, the administration
does not have to make any such showing. Section 102 of the draft bill would eliminate
this distinction and apply the lower non-U.S. person standard to U.S. citizens and
permanent residents.**

A third PATRIOT II proposal would expand the circumstances under which the
government can sidestep the FISA courts altogether, using its FISA powers without any
judicial review. The Attorney General may currently authorize the use of FISA powers
without a warrant, for example, for up to 15 days following a congressional declaration of
war. Section 103 of the draft bill would expand the scope of the wartime exception,
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allowing it to be invoked after Congress authorizes the use of military force or after an
attack on the United States “creating a national emergency.” Presumably, the
administration would unilaterally decide when such an attack had occurred and whether it
had created a period of national emergency.”
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